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Three issues regarding security (defined in a broad sense): reliability, timely
reporting, and privacy
— Situation-tailored solutions for given problems in resource-constrained systems with
security in mind.

Reliable and fast synchronization protocol with a good synchronization
accuracy.

— Clock synchronization in a large-scale sensor network, called CSOnet, which is
deployed in the city of South Bend, Indiana for monitoring combined sewer overflow
events.

Timely event reporting in sensor networks.

— In a multi-hop network scenario where all sensor nodes except the base-station node
can be compromised, we attempt to secure the event reporting process, while reducing
the operational overhead.

Privacy-preserving data transmission in smart grids.

— In smart grids, users' specific activity or behavior patterns—whether you are home or
not—can be deduced from the fine-granular meter readings. To resolve this issue, we
design a mechanism, by which a meter reading reported to the utility is
probabilistically independent of the actual usage at any given time instant.
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Reliable and Fast Clock Synchronization

* A wide-area Wireless Sensor Actuator
Network (WSAN), called CSOnet is in
: operation in South Bend, IN for
o time detecting and controlling wastewater
can communicate flow to the treatment plant.
— 150 wireless nodes monitoring 111
locations

— CSOnet nodes, called Chasqui, have low
duty cycle (2%): awake 6 seconds in a 5
minute period
* The synchronization has to be fast and
awake (6 sec) rehab €

awake (6 sec)

time

synchronized within the awake period of 6

P — Ideally entire network should be
cannot communicate
X f seconds

— The projected scale of the network is large,
of the order of a few hundred nodes = high
probability that at least one link is in failure

* Made a fast and reliable clock
synchronization protocol.

time
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Timely Event Reporting

.
reporied vin |

amulti-hop rowte
direct communication range

of the base station

base station

»  Event monitoring: wireless sensor nodes are deployed over a region where some phenomenon is to
be monitored.

— E.g., a number of sensor nodes could be deployed over a battlefield to detect enemy intrusion.

» Ifanevent occurs at a sensor node, the BS gets informed of it as soon as possible in order for the
network operator to take action in time.

»  However, if a node in the middle of the routing path is compromised, the compromised node may
drop/modify the event report, or delay it for a very long time.

*  We devise a protocol that provides the following provable security guarantees.

— As long as the compromised nodes want to stay undetected, a legitimate node can report an
event to the BS within P time units.

— If the compromised nodes launch an attack that causes the event report from a legitimate node
not to reach the BS within P time units, the BS can identify a small set of nodes that is
guaranteed to contain at least one compromised node.

*  We reduce the operational overhead, compared to straw-man solutions.
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Privacy Protection in Smart Grids
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Problem Statement

» A smart grid is a type of the electrical grid in which
electricity delivery systems are equipped with computer-
based remote control and automation

— The smart grid can revolutionize the way that energy is generated and
consumed: demand prediction; load balancing by time-of-use pricing

* A key component of the smart grid is the use of the smart
meters, which measure energy usage at a fine granularity.

— e.g., once in a few minutes

* However, by gathering hundreds of data points even in a day
via the smart meter, the utility companies and third parties
may learn a lot about our daily lives,

— e.g., when we wake up, when we go out for work, and when we come
back after work.
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Threat Model

* The collection, retention, and use of detailed usage data put individual privacy at
risk.

* Fact: we do need to report our energy usage profile to the utility company for
billing purpose.
* An important privacy threat.

— The metering data may be unwittingly disclosed from the utility company to
third-party vendors.

i Would you sign up for a discount with your power company in i
| exchange for surrendering control of your thermostat? What if |
it means that, one day, your auto insurance company will know i
i that you regularly arrive home on weekends at 2:15 a.m., just |
| after the bars close? (MSNBC Red Tape Chronicles 2009) i

* Privacy concern has led to lawsuits filed to stop installation of smart meters
(NapervilleSun, Dec. 30, 2011).
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Peak = 7.18 kW

Mean = 0,49 ki You sure drink a lot of tea: Smart
Dally load factor = 0.067

Sosrgy sonsunpking = 18,0 ki meter data can show what's going on in
6 a home, because tea kettles, toasters,
H and other appliances have identifiable
load signatures.
3 Toaster

Source: Ariel Bleicher, “Privacy on the
Smart Grid,” IEEE spectrum magazine,
Oct. 2010.
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Contribution

* We propose a privacy-protection mechanism, called
PRIVATUS, that uses a rechargeable battery.

[ — In PRIVATUS, the meter reading reported to the

4%, utility is probabilistically independent of the actual
V“&%Q‘@@ usage at any given time instant.
A

%, % = — PRIVATUS also considerably reduces the
correlation between the meter readings and the actual
usage pattern over time windows.

| — Further, using stochastic dynamic programming,

P PRIVATUS charges/discharges the battery in the

%:“o\ optimal way to maximize savings in the energy cost,
4,2 given prior knowledge of time periods for the various
% price zones.

%; “%;[ — PRIVATUS can flatten per-day usage.
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Part 1: short-term window (within a day)
What are you doing?

Slide 10/50 PURDUE




System Model (1/2)

Meter reading is measured once every
measurement interval (e.g., 15 minutes).
e X(n): the amount of energy consumed by home
appliances for the n-th measurement interval.
e Y(n): the amount of energy that we draw from the
power grid and charge the battery for the n-th
measurement interval.
*  X(n) and Y(n) are both represented as one of the
M different symbols.

— The i-th symbol is defined as (i-1)u, where u is the unit
amount of energy.

charging controller
(PrivaTUS: our solution software)
smart meter :

@__ rechargeabie
o grel I
Yin)
i X(m)

X(n): use process
Yin): draw process

appliances

unit amout of energy =u

0 i
[}
Yim) = ‘.{

] , : — e.g., when M=4, X(n) and Y(n) is 0,u,2u, or 3u.
it » Electricity price per unit amount of energy varies

(M - e A =T from time to time: there exist two time zones

battery = buffer of size & within a day

* Low-price zone: has a low rate R ($/u)
- - - — The measurement intervals fromn=1ton=ng
- * High-price zone: has a high rate Rj; ($/u)
— The measurement intervals fromn =n;+1 ton=ny
il Tton, — (m#Dtony o (Cap be extended to multiple price zones.

price rate Ry Ry

Siide 11/50 PURDUE

UNIVERSITY

System Model (2/2)

* Denote by B(n) the energy level remaining in the battery at the end of the n-th
measurement interval.

Assume for simplicity that there is no energy loss when charging and discharging the battery.

B(0): the initial energy level of the battery
——— D(m)=Y(m)— X(m)
0< B(n) < Ku

B(n)=B(0)+ Y Dim) « |

m=1

* The probability distributions of X(n) and Y (n)
Px(n) = [px(0;n),px (1;n),.... px(M—1;n)] e px (i) = P(X(n) = iu)
Py () oy (0:m), py (i), - py (M = 1:m)] e—T" py(iin) = P(Y(n) = iu)

*  We assume that Py(n) is known to the user (i.e., the home owner).

*  We also assume that X(n) is independent, but does not need to be identically distributed
across the measurement interval index n.

This means that for instance, X(5) is independent of X(11), and Px(5) can be different from Py(11).

If the family leaves home for work/school at 8 a.m., then clearly the usage before 8 a.m. and after 8
a.m. will be different
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Mapping between X(n) and Y(n) (1/2)
We make Y(n) be independent of X(n).

— This implies that observing Y (n) gives no meaningful information about X(n).
— This is achieved when we map X(n) to Y (n) in such a way that

py(i;n) = P(Y(n) = iu) = P(Y(n) = iu|X (n) = ju)
Practically, we achieve this by probabilistically choosing the value of Y(n)

according to Py (n), which is decided before the n-th measurement interval starts,
without considering what the value of X(n) will be.

energy shortage or overflow in the battery.
— When B(n-1) = 0 (i.e., there is no energy remaining in the battery before the n-th
measurement interval starts), if Y (n) is chosen to be zero, we cannot feed any non-zero
value of X(n). This means that sometimes we cannot use the appliances when we want!
— Similarly, when B(n-1) = Ku (i.e., the battery is full), a non-zero value of Y(n) does not
make sense if X(n) = 0, since we cannot draw the energy from the power grid unless we

throw it away.

However, selecting Y(n) randomly without being aware of X(n) may cause

B(n-1)=0 (empty)
Y (n)=0, X(n)=3u

B(n)=B(n-1)+Y(n)-X(n)=-3u = shortage

B(n-1)=Ku (full)
Y (n)=3u, X(n)=0
B(n)=Ku+3u = overflow
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Mapping between X(n) and Y(n) (2/2)

» We put a restriction on Py(n) in the corner cases, i.e., when the energy left in the
battery is smaller than (M-1)u (near-empty) or larger than (K-(M-1))u (near-

full).

B(n—1)=juforj < (M —1) —> py(izn) = 0fori < (M —1)—3j
Bn—1)=(K—-jluforj<(M—-1) — py(i;n) =0fori > j
* An example of the probabilistic symbol mapping between X(n) and Y(n) in the
corner cases when K=20 and M=4. The symbol "*' in Py (n) represents the

element that can be non-zero.

e — .:...__"__.u, phe B8,
) [ o |we—Ewa | ) [ e
Aim)| | ¥im} X} | e | Fin) Xim)| = Fim)
| "o/ e | o e |re e
e L . L T L I
Fimy=[0.0.0.*] Fimy=0,0.%%) Fimy=[07,7]
(a) B(n—1)=10 (b) Bln—1)=u (e} B(n—1)=2u
in @ . Ju ®u
RED o [z @
Xfmh{ Yimp Xim)| = | Fim}
|" LAN |..._ o Ll
o ®0 ! e e
Frim)=[",0,0,0] Pofmp=[*0,0]
(d) B(n=1) = 20u (e) B(n=1) =19 (f) Bln—=1)=18u
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Strategy to Achieve the Maximum Cost Saving

B(n)

01 n o +1 M

L )\ J

low-price zone high-price zone

R; dollar per u Ry, dollar per u
(u: the unit amount of energy)

charge iu in the low-price zone
>pay Ry i .
use the stored iu in the high-price zone
—>pay 0, instead of paying Ryi
“>save (R-R))i

How can we achieve cost saving by
exploiting the time-of-use pricing policy in
smart grid?

— The only way to achieve the cost saving is to
charge the battery in the low-price zone and
use the stored energy in the high-price zone.

If we charge iu amount of energy in the
low-price zone and use it in the high price
zone, we can save (Ry -R, )i dollars.

The maximum possible cost saving per
day is (Ry; -R )K dollars, which is
obtained

— when we charge the battery from empty to
full in the low-price zone and
— discharge the battery to zero by feeding X(n)
in the high-price zone.
We implement this by changing P(n) for
every n.

Slide 15/50 PURDU -
Basic Approach (1/2)
* Define the distribution vector space [0,0,0,1]
M-1 [0,0,0.5,0.5]
P = {Lpoepl. e P(M—1)] Z pi=1.0<p; < 1} [0.1,0.2,0.3,0.4]
=0 ..

* We limit the value of p; to be a multiple of a constant ¢
(0<c<1), in order to make P be a finite set.

* Py(n) is assigned one element in P in the n-th

measurement interval.

— Recall that we force some elements of Py(n) to be zero,
depending on the battery state.
 Therefore, the possible choice set in the n-th
measurement interval is dependent on B(n-1) and we

denote it by Py, ).

PURDU
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Basic Approach (2/2)

* Now, what would be the best choice for Py(n) in Py, ,
for each n to maximize the cost saving?

» This question is answered by solving the following
stochastic optimal control problems:

In the low-price zone

max E (B(HL”B(O)'F’Y{I}PY(Q)* . -:'IDY(RL))

Py (n)ePr(n-1)

D<n<ng e e .
In the high-price zone low-price zone_high-price zone
min  E(B(ng)|B(ng), Py(ng +1), Py(ny +2), ..., Pr(ng))

Py(n)ePrin-1)
np<n<mng
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Dynamic Programming (1/3)

» Consider a simple example in the low-price zone, where
n; = 3.

E(BE)|BO), Py (1), By (2). By (3)) B(w - B©)+ 3 Dim)
9 m=1
=B(0)+E (Z D(n)|B(0), Py (1), Py (2), Py(s))

/ﬂ:

‘,|‘ 3" D |BO). B, ()., 2, (3}] *Note .that the calculations can be done

b / recursively: Stage 2 calculations are based
on stage 3, stage 1 only on stage 2.
* Thus, maximizing this can be performed
= E[Df1]+E[D(21—. E(D(3)|B(2), B.(3))|B().P.(2))|B(0), B, (1)) by maximizing the stage 3, stage 2, and

' IMTI | stage 1 in this order.
stage 2 * In this manner, we first compute the

optimal value of Py(3) given B(2), then we

= E(DM)|B0), B.(D)+ E(D2)|BO), B(2)) + E(D3)|B),B(3)
= E(D)[BO). (1)) + E(D(2) + E( D(3)|B(2). B.(3))|BO). P.(2))

tage 1
“e — compute the optimal value of Py(2) given
_ B(1) until we reach and compute the
™ I B B optimal value of Py(1).
2u J

O

Optimal Py(3) given B(2)=2u T
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Dynamic Programming (2/3)

* In general, this backward (time-wise) directional computation
procedure can be described by the following recursive equation,
called the Bellman equation:

J(np +1,B(ng)) =0,

J(n,B(n—-1))= Py{n%%i(n_l) E (D(n)+ J(n+1,B(n))|B(n—1), Py(n))

* Solving the Bellman equation in the backward direction (from
n=n; to n=1) results in the optimal decision for Py (n) when the
value of B(n-1) is given, in the sense that Py(n) will maximize

E(B(ny)).
*Here, p; ;,;(n) denotes the
E(D(n)+ J(n+ 1, B(n))|B(n — 1), Py(n)) probability of the transition from
= Z PGy () (G +T(n+ 1, (i 4 j)u)) B(n—ll? = ;u o l]:)‘)(n) =_(,1+J)u’
L M—1r<(M—1), resulting from D(n) = ju.
0<itj<K *Simply speaking, p; ,;(n) is a
function of Py(n) and Py(n).
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Dynamic Programming (3/3)

* In summary, what we have done is to calculate a decision
table.

» Each entry in the decision table maps the given values of
n and B(n-1) to the optimal vector Py(n) at the state
(n,B(n-1)).

» Note that the decision table can be pre-calculated before
the run-time.

* During the run-time, we just look up the decision table
for a given state, i.e., (n,B(n-1)), and probabilistically
choose the value of Y(n) via the distribution specified by
the decision table entry.
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Simulation Results for the Basic Approach

There exist similar patterns between the sequences of X(n) and Y (n)
low-prig€ zone high-price
SNV AL v
TN
AV I WAV A,

30 4
T

use process

X(njfu

0

draw process £ ! fﬁli -4 ﬁ ;' 'Q* [*I:ﬁ fnl P
£ Lo o5 | oA
g 3 b P b
= it 2"‘.71 HATA B M s
20 do i £ 2 70
5 s —
4 ‘\ iThe valug of X(n):highly likely re-appear$ as
actual o Ak the valtie of Y (11+1) wheh the battery is at the corner cases.
battery state £ mm{%‘*
m T ‘\‘% fi’_\\
R i L G YA ATYAS PVALNYAL
£ 20 a0 40 50 &0 n BO L]
dist. %é 0 6.1 . 9 . T -
— VAV VA0 0 O A A1 WA TA
vector ¢ 0 W ' ™ D W L, WY o WO G A
CL* 20 30 40 50 &0 mn BO o
measurement interval (n)
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Issues with the Basic Approach

» First, we charge/discharge the battery too fast.

— In the low-price zone, once at the full state, the
battery stays close to the near-full states, since
there is no benefit to bring the energy level down B(n-1)=20u (full)

g E (B{ng )| B{0), Py (1), P (2),.... Py(nL))

to a lower one according to our optimization Y(n)=0 (must), X(n)=3u (random)
objective. B(n)=17u
— The near-constant energy level of the battery Y (n+1)=3u (highly likely), X(n+1)=u (random)|

implies that whatever the value of X(n) is, the
draw process Y(n) should somehow compensate
for it.

of X(n), we see this compensation effect in
Y(n+1).
* Second, we have too much freedom when »
. probability
ChOOSIHg PY(n)' of choosing 3u
— As aresult, the draw process can take a specific
symbol with a very high probability to compensate How likely?
the use process. SPy(n) =[0,0,0, 1]
— In other words, due to the high degree of freedom >with 100% probability
to choose Py(n), Y(n) is chosen to be very similar S deterministic!
to X(n-1) in the corner cases. o

— Since the value of Y(n) is chosen before the value /
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Advanced Approach: PRIVATUS (1/3)

* How to control the speed of charging/discharging?
— We modify our optimization objective in such a way that we incur some
penalty, whenever the battery state B(n) falls into the penalty areas.
— Most of the corner cases are covered by the penalty areas.
» The optimal decision for Py(n) would be changed to the one that still charges or
discharges the battery according to the trend as before, but does not hit the
penalty areas in the middle of the zones.

0 p n; \
n, +1 n, — 1, n, +m, +2 My —H,

path 1 (desired)
path 2 (non-desirable)
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Advanced Approach: PRIVATUS (2/3)

» Maximize the effective battery state B_(n) in the optimization objective function,
instead of the actual battery state B(n).
— B.(n) is designed to increase as the actual battery state B(n) increases in the
low-price zone.
— However, every time B(n) goes into a penalty area, B.(n) is deducted by
some penalty amount.

B =50+ 3 D) By(n)=B,(0)+ Y. D,(M) with B,(0) = aB(0)
m=1

m=1

Ifm<n, orm>n_-n;: D,(m)=aD(m) D(m)=Y (m)—X(m)

(i.e., in near-beginning or near-end of the low-price zone)

Ifm>n, andm<n,—n,: D,(m)= aD(m)—ﬂ([B(m)—TH ] +[T - B(m)]*)

¥
a, ﬂ : integers; determine how sensitive to the penalty [X] : x if x>0; otherwise 0

T, =K—=(M —1) (toohigh)
TL =M -1 (too low)

: thresholds of the corner cases
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Advanced Approach: PRIVATUS (3/3)

How to limit the freedom of choosing P(n)?

— Force the different elements of Py(n) in Py, ;) to be more or less equal, thus
eliminating the possibility that Y(n) is chosen deterministically (or with a

high probability).
ghp ty) e T, is a threshold at B(n-1) = ku.
* V, is the distribution vector of Y(n) for

Pku = {1’1 = P : ||JU - .Vk || < Tk} which the possible values of Y(n) at
B(n-1) = ku are selected equi-probably.

e.g., V5=[0.25,0.25,0.25,0.25], V, = [0.5,0.5, 0, 0]

— Put arestriction on Py(n) in non-corner cases (i.e., battery neither empty nor
full) such that it does not differ significantly from Py(n -1).

||JQ}/(?1} — Py(n — 1)” < T'p : distance threshold

* In the extreme case, Py(n-1) = Py(n) implying that Y(n) is independent
of X(n-1).

 In order to quickly get out of the corner cases, we enforce this restriction
to be applied only when the actual battery state stays in non-corner cases
for two consecutive measurement intervals.
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Dynamic Programming in PRIVATUS

* In the low-price zone

Jng +1,B(ng)) =10,
Jin, Bln—1))= max E(Dn)+J(n+1,B(n))|B(n—1), B (n))
Pyn)EPan 1y

in)

J(S(ng, +1)) =0,

J(S(n)) = max E(D.(n)+ J(S(n+1))|S(n))

Py[n)E'F’;J("_n

S(n) = [n,B(n — 1), B.(n — 1), Py(n — 1)] : state vector of
four different dimensions

P.E(TL—]] = ’PB{H.—I} M {1-" eP: ||'U — Py’ ('n - ]-:]H < TD}

N

itT;, < Bln—2) < Ty and T, < B(n—1) < Ty
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Simulation Results for PRIVATUS

low-price zone high-price zone

= 3
=2 - L +
use process EA : :
: 30 10 20 0 a0 S50 G0 o an 20
draw process Z: o 5 o e e M 4 f
)“:‘nl I 1 1 b e P ¥ Sl T Y 1 f it 5§
[+ 10 20 30 4an i L n BO 90
L. T s = al T
T} L ]
actual 2 s % \g o
battery state =7 s Vol W N 4 S
ry
0loetd H H e il
[i] 10 20 30 4an 0 B0 n BO 90
T T T
. i . R
effective 2 PR ¥ e W e
c gﬁ"'mm‘?“' H : g
=W i | Y
battery state o of%sy ] =
%o i H i
. @ [1] 10 20 30 40 50 G0 T0 a0 a0
dist. B a0 T T : - w - = e 7
vectsr = 1"2|— """ vaee’%zwﬂ% R L‘W&WW ------------- IM
\_; 10 20 a0 40 59 &0 TO a0
o measurement interval (n)
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Evaluations

*  Two aspects
— How much privacy information is revealed

— How much electricity cost is saved
The metric of information leakage from the use process to the draw process

L‘(gn.\m) = I(X("‘="i'): ﬁi‘m))/H(X(“‘m))
Y my =Y (n=m+145),Y (n—m+s),...Y (n+s)]

Xin,m)=[X(n—m+1), X (n—m),.... X (n)]
H(X) = =%, P(X = i) log P(X = i) I Xy Y ) = H(X ) —H (X (o) YE, )

\ a measure of uncertainty \ a measure of the uncertainty reduction

* The metric for the cost saving for a day
)

nr nH
Sex)=FE (— > rRyD(m)— > RyD(m)
= = the original cost for what the user

m=1 m=nr+1 g
= EQCL, rRuX(n) £ 5500,y RuX(m) 47 sl commes h
N e ReY (m) =S CRuY(m the money that a user pays to the

Zm:l i { ) Em:n"’+l H ( )) <« utility company
PURDUE
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General Performance Trend

1 - iainiai1 H 0.1

H H T : —s=()

_ Pt ; _ A --=s=1

205 1 : 20.05 i §=2
= HE HE T i © s=10
U:;s;ooooé-&s'émﬂob-é-eooo = 0 ..‘.-._... “'. s ]

0 20 40 60 80 0 20 40 60 80

measurement interval (n) measurement interval (n)

(a) Basic approach. (b) PRIVATUS (a0 = 2; 3 = 1).

Information leakage when K = 20u and m = 1.

Xy =[X(n=m+1), X (n—m),...X(n)] ¥ =[Y(n—m+i+s),Y (n—m+s),...Y(n+s)]

* Information leakage is the highest when s = 1, i.e., X(n-1) and Y (n) has the highest dependency in
our solution approaches.
- This is due to our solution’s inherent nature that Y (n) is chosen to change the current battery
state resulting mainly from X(n-1).
¢ The worst-case information leakage in the advanced approach occurs around the price zone
boundaries.
- This is because around the price zone boundaries, there is no penalty defined and thus the battery
state has a relatively higher chance to remain constant, which again makes it more likely that

Y (n) tries to compensate for X(n-1).
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Effects of sequence length and capacity

E 10 0.15
--m=1 o peenlreemet peees
—m=2 i T 5 —m=2 g 0.1
Jom=8l f T —/ 1 ma3— o
D A T - m=dfee- 0.0y
oL - - - - o 0 0 =
0 20 40 60 80 0 20 D 20 40 B0 80
measurement interval (n) measurement interval (l‘l) measurement interval (n)

(a) Information leakage ac-  (b) Uncertainty of X, ,,y (c) Information leakage ac-
cording to m (s = 1; K = (K =20). cording to K.
20).

. Adversary has no advantage in observing a longer sequence in the draw process.

x-bit uncertainty can be understood in such a way that approximately the use process sequence has 2%

possible realizations with an equal probability 1/2%.

— As m increases, there is a minor increment in percentagewise uncertainty reduction, while the

uncertainty of the use process sequence increases significantly.
m=3: use-process uncertainty = 5.3 bits; reduction 11% at worst; 2330-01D=26.3 possible sequences
m=4: use-process uncertainty = 7 bits; reduction 17% at worst; 27(-0-17=56.1 possible sequences
e When the battery capacity is too small, information leakage may be significant.
Once the battery capacity is above a threshold, further increasing the battery capacity leads to little
benefit in terms of further reducing the information leakage.
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Comparison (1/2)

! T I
] s 0.2 —prop
& - -prop 22 ll :::_ﬁ »] & cony
Eu 05 —cony E,‘ — 01 ! u] n
& °0 20 “u %20 a0 60 &0
measuremem Irﬂerval n} measurement |nterva| n) measuremenl m|er-.na| (n} measurement interval {n)
(a) X(n) w/o a (b) Information (c) X(n) w/ a (d) Information
significant  low-  leakage for (a). significant  low- leakage for (c).
pass component. pass component.

» Kalogridis’ scheme (published in Smart Grid Comm. 2010, ‘conv’ in the figure)
performs a simple low-pass filtering over the use process in a best-effort
manner, using a battery.

— Without considering the energy cost factor.
* Thus, it reduces the high frequency variations in the resulting draw process.
— Still allows the low-pass component of load profile to be revealed.

» If there is no significant low-pass component in X(n), Privatus performs slightly
better than Kalogridis’ to keep the privacy information, except at the price zone
boundaries.

» Ifthere is a significant low-pass component in X(n), Privatus will provide much
better privacy protection than Kalogridis’.
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Comparison (2/2)

20 30
2= \;max € =20
» 81 Propl 5= 8
23 Geeeec-.-conv % B0
« 0| ’ « 0
0 05 1 0 05 1 0
ratio r=R /R, ratio r=R /R,
(a) K = 10u (b) K = 20u (¢c) K = 30u
(2.15kWh). (4.3kWh). (6.43kWh).

* The unit energy u=0.2143kWh and Ry; = $0.033/u =
$0.155/kWh.

* The average daily usage is 30kWh (U.S. residential
customer).

* A typical home can achieve about $16 saving for a month

with a 6.43kWh battery, based on the following tariff
example: R; = $0.04/kWh and Rj;= $0.15/kWh
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Summary of Part 1

* In order to resolve the privacy issue in smart grid, we
proposed PRIVATUS.

* PRIVATUS uses a rechargeable battery to make the
meter reading reported to the utilities look different from
the actual usage.

* PRIVATUS is also geared to the future of time-of-use
pricing of electricity and it ensures that the battery is
charged to achieve the maximal savings in the energy
cost.
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Part 2: long-term window (week)
Are you home or not?
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Per-Day Energy Usage Flattening

So far, we have seen that PRIVATUS hides the energy consumption
pattern within a day.

— The short-term part of PRIVATUS does not change the total amount of energy
consumption.

However, the total usage per day may be different across days, and this
information can still be revealed to the adversary (by which the
adversary may know whether you are home or not for a given day).

PRIVATUS handles this issue by flattening the energy use across days.

Assume that the average energy consumption per day varies in a cycle of
P

— P =7 implies that a regular pattern of living is repeated every week.
— Weekday vs. weekend
We categorize the days into two types
— Type 1 days: total amount of usage per day is less than average
— Type 2 days: total amount of usage per day is more than average

— PURDUE

Notations

P: the period of the long-term pattern.

U(d): the average amount of energy consumption for the d-
th day of the period.

The index set of days > 1, = {1,2,..., P}

U,: the average of U(d) across days.

The index set of type 1 days 2 I ={d € Is: U(d) < U,}
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PRIVATUS’s Approach

In type 2 days, PRIVATUS consumes less energy than U(d) by using
the energy kept in type 1 days. It charges less energy than used in the
high-price zone: the gap is supplied by the energy kept in type 1 days.

U (d) - the average amount
of energy use per day

30KWh A Py
‘I 1 ‘I 1 l 1 U , - the average of

U(d) across days

20KkWh |

day d
1 2 3 1 5 6 7

In type 1 days, PRIVATUS consumes more energy than
U(d) by charging more energy in the low-price zone than
used in the high-price zone, and by keeping the unused
energy in the battery.
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PRIVATUS’s Approach

* The per-day usage flattening does not change the
randomization framework of the short-term window.

— Just changes the initial value of the actual battery state in a
price zone = changes the amount of energy that is used or
charged per day.

* Why flattening?

— It requires smaller extra capacity for a battery compared to the

randomization.

— Minimum to maximum vs. minimum to average
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Virtual Battery State

* In order to flatten the energy usage across days, we apply the
virtual battery state B, (n) to the Bellman equation in the place of
the actual battery state B(n).

J(S(ng +1)) =0,

HSm) = max  E(D(n) + (St D))

S(n) = [n.B(n—1),B.(n— 1), Py(n — 1)

B(n) is replaced with B, (n)

* The virtual battery state B (n) is defined as follows:
B,(n) = B(n) — Ej
the amount of energy that is kept for future use
0 < B,(n) < K,u
\ the virtual battery capacity:

determines the size of a decision table
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How to keep the energy in type 1 days

* To keep U, amount of energy in a day of type 1, we update E, as
E, € (E, + U)) before the (n, +1)-th measurement interval starts,
i.e., before the high-price zone begins.

B,(n) = B(n) — E;|

B (n) /

Ku setE, « E, +U,

U, to keep U, amount Results in the sudden
drop in B,(n) in the
boundary between the

n . . .
01 mon, 41 7 low-price and high-price

L J Zones.

low-price  high-price
zone zone
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How to use the kept energy in type 2 days

* To use U, amount of energy from the kept energy in a day of
type 2, we update E, as E, € (E, - U,) before the first
measurement interval starts, i.e., before the beginning of the low-
price zone of the day

B, (n)

B,(n) = B(n) — B .

setE «—E U,
touse U, amount U
from the kept energy

x

Leads to the sudden

jump in B(n) in the 01 mon +1 0y
boundary between L A S |
days low-price  high-price
zone zone
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Battery Capacity

Suppose we keep U, amount
of energy for two consecutive
U, U, days.
» Although we start from 0 at
. A o .- the beginning of day 2, we
Bom el mel Mo+l g already have U, amount in the
J J battery.

Day 1 Day 2 * Thus, in day 2, the actual

battery state can reach Ku+

k-

* In general, if we keep energy

for m days,

Ku = Kyu+ (m — 1)U

u, / &«
0L, o _ _ virtual battery capacity
b > e h tual battery capacit
01 mom 4+l Ml mon o+l iy ac y capacity
L |

; } the maximum amount of energy
that we keep for a day

B, (n),
Kou

v

[=]
e

B(n)

Ku+U,

Day 1 Day 2
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Algorithm 1 Energy Usage Flattening Across Days
1: ford=1to P do

B, (m),
3 Kp=K,— (U~ U(d)/u Tl 7K
* Uy = max{(B(nr) — Kpu),0} or mmel
3 set Ey + (Ej + Uy) before the (n + 1)-th measurement interval starts
6: else

7 U, = min{(U(d) — U,), Ex}

8: set Fy + (Ej, — U,) before the first measurement interval starts
9.  endif
B.(m)
10: end for s | N

s

; g
01 mon +1 Hy
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Simulation Results for Per-day Usage Flattening

; 7 ; type 1

day 1 day2 day3 day 4 day 5 day 6 | day 7

| |
'h )
T
use process il

draw process)_ 01

virtual 5
battery state = 10

0

50|
actual

| |
=] i H
= ' '
battery state =30 i N 5
I ' 1 ¥ W §
Dol 7 v i | Bl T A
A i | i %
o | ‘ | e
;o i ‘ i
0 I b | 1
1 32 1 32 1 32 1 3z 1 32 1 1 32

measurement interval (n)
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Change of Per-day Average Usage

> ?
T 130f e
o i
—_ :
Q5 120 =
o :
o= :
TS 110}
Q100 :
© q
90 1 1 I 1 1 1
1 2 3 4 5 6 7
day (d)
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Effects of Per-day Usage Flattening

3 —pe __—> Decision table with K,=30
day 1 day 2 day 3 day4 day5 day 6 day7

0.08
015 2
0.07) ceee K210
0.06 & 0.1 P — k=20
™ 0.05 = H ; k=30
~ S0 0'05'\".____,..-' }{
0.03 - T i :.-:::_-.-
0.02 J ! J 00 20 40 60 80
I‘ J/| | J | F.‘ ] measurement interval {n)
0.01F ¥ W J ‘\-& W L / I‘t_m.,r" S (..'J N
Ml A il O - w/o the per-day flattening

2 32 2 3z 2 32 2 32 _2 32 2 32 2 32
measurement interval (n)

* There is no significant difference in the information leakage across
days.

* Per-day usage flattening of PRIVATUS does not change the
privacy protection performance significantly at a similar condition
(K=30).
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Influence on Cost Saving (1/2)

The maximum possible cost saving for a day is determined B.n)
by the amount of energy that is charged in the low-price Ko " salE, — F, -1,
zone and then used in the high-price zone. Denote this I * to keep ¢, amount
amount of energy by U.. /
Without the per-day usage flattening, 01 Rn 4l n

— U, =Ku for every day. low-price |L1igh—-pric'e

zone zone

With the per-day usage flattening, U, becomes smaller than
Ku, and varies according to the type of a day. £n)

— Inatype 1 day, U=K,u— U, Gy £
— Inatype2day, U=K,u . wouse U, amoumt ., |
When there are m days of type 1 within a P-day period, the from the kept energy T Rl e

per-day average of U is ewpres ighprce

zone zone

+ (m(Ku — UPM) + (P —m)K,u) = Kyu — BUM

assuming U, = U™ for each day of type 1

The worst-case average for the maximum possible cost saving per day is

(RH - RL){KUQ;, — %Uﬁ:nax)/u
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Influence on Cost Saving (2/2)

Kyu— U the ratio of the maximum cost saving w/ the per-day usage flattening

Tr. = - . . . . .
s Ko+ (m — 1)Umes to the maximum cost saving w/o the per-day usage flattening
k

e,
k3 e e
08 ‘”** Rk b
E:I
b ¥ P=7 T om=1
\ *, = - % -M=
06F B K, m=3
o LY -5 -m=6
] *
*.
.
0.4 h‘n -15***‘
% o
Sg ****
0.2 Esﬂsa o
G o
Teaag Boogog
0
0 0.2 0.4 0.6 0.8 1
max e
Uk / 1%

* As a larger amount of energy is kept for future use, the
cost saving 1s further reduced.
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Summary of Part 2

* PRIVATUS can flatten the energy use across days in the
average sense.

* The privacy-protection mechanism within a day window
is the same as before.
— Information leakage level remains similar.

» The flat per-day usage comes at the expense of a reduced
cost saving.

— Due to the amount of energy to be kept for future use, the cost
saving is reduced.
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Conclusion
* PRIVATUS de-couples the meter readings and the actual
user behaviors.

— The meter readings reported to the utility are randomized, and
also achieve the optimal cost saving.

* PRIVATUS can flatten per-day energy usage to hide
whether you are home or not.

— At the expense of reduced cost saving.
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Thank you!
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Effects of the Estimation Error for P,(n)

0.1) = [ {—wio errors|: 207 = :
i |ee-cased P —wio errors|
Ao.os: o emcase2 | 819 ---casel
_ D008 1 cased [ =
= 0.04- T
| o
0.02}* «

0.5 1
measurement interval (n) ratio r=R, /R,

(a) Information leakage when m =2, (b) Cost saving when u =
and s = 1. 0.2143kWh, and Ry = $0.03/u.

Our estimation: Py(n) = [0.5, 0.2, 0.2, 0.1] in the low-price zone and Py (n) =[0.1, 0.3, 0.4, 0.2] in the high-
price zone

However, X(n) is generated by different distributions Py (n) =[0.1, 0.2, 0.3, 0.4] (‘casel"), Py (n) =[0.25,
0.25, 0.25, 0.25] ("case2'), and Py(n) = [0.4, 0.3, 0.2, 0:1] ("case3").

Although there exists an estimation error in Py(n), it does not affect the information leakage much.

The estimation error influences the cost saving more significantly: the magnitude of the saving goes down
with the estimation error.
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Effects of Different Values of a and 3

4.5 o i
- (] R N e
gz
£5 ap % |
=) 2 T e (o=1,5=1)
£8 | —(e=1p=2)
S Esr Ty Lmmle=1.p=3)]-
= " -
3 E}'() (8] 40 60 BD -
off. batie i st p A EmAUSL wm measurement interval (n)

(a) The number of times hitting the (b) Information leakage according to

penalty areas in a day according to &« @ and f3.

and 3.
When the ratio of a to B goes down, the frequency to hit the
penalty areas also decreases.
We see a negative effect in terms of information leakage, when the

ratio of a to B is too low.
— In that case, the actual battery state wants to stay in the middle of the two
penalty area thresholds T}; and T to avoid getting a penalty score.

— This makes the compensation effect larger.
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